Annual 47 C.F.R. § 64.2009(e} CPNI Certification Template

EB Docket 06-36

Annual 84 2008{s) CPMI Certificadion for 2012 covening the priar calendar year 2011

1. Date filed: January 30, 2012

2. MName of company{s) covered by this certification: Benton Ridge Telephone Company
3. Form 494 Filer 10: 208104

4, Mame of signatory: Thomas M. Knippen

5. Title of signatory: Vice President

6. Certification:

I, Thomas N. Knippen certify that [ am an officar of the company named above, and
acting as an agent of the company, that | have personal knowledge that the company has
established aperating procedures that are adequate ta ensure compliance with the
Commission’s CPNI rules. See 47 CF.R. § 642001 &f seq.

Attached to this cerification is an accompanying statement explaining how the
company's procedures ensure that the company is in compliance with fhe requirements
fincluding those mandating the adoption of CPN| procedures, training, recordkesping, and
supervisory review) set forth in section 84.2001 ef seq. of the Commission’s nules,

The company has not taken aclions {i.e., proceedings instituted or petitions filed by a
company at either state commissions, the court systern, or at the Commission against data
brokers) against data brokers in the past year

The company has not received customer complaints in the past year concerning the
unauthorized release of CPNI

The company represents and warrants that the above cerification s consistent with 47,
C.F.R. & 1.17 which requires truthful and accurate statements to the Commission. The company
also acknnwledg?)s that false statements and misrepresentations to the Commissian are
punishable unde/Title 18 of the U.S. fade and may subject it to enforcement action.
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Attachiments: Accompanying Statement axplaining CPN| procedures
Explanation of actions taken against data brokers (if applicable)
Summary of custormer complaints (if applicable)






BENTON RIDGE TELEPHONE (COMPANY
STATEMENT OF CPNE PROCEDTURES

Bienton Radge Tolephons Company has croated a CEXI Policy Handbook contaumng e
following procedurcs that 1f has adopted to engore the protcetion of CPNT. Tha handbook deseribes our
procedures in greater detail and provides practical guidance on how to protect apainst unauthorized
disclosore or use of CPNIL The lundbool 1s dismibuced 10 our cmplovess during traimng and serves a3 an
important reference tool for our employvess.

Duty tu Prutect CPNT

We as a gonumumications Sompany recogmze our duly o protect customer CENT. We may nol
disclose CPNI to unauthorized persons, nor may we uge CPNI in cartain ways without conzent from our
customers. Bofiwe wo can provade cuslomers with their o CPNTL v ool asthepticate the customer.

We racognize that there are a few cases in which we can disclose CPNI without first obtaining
customer approval:

1. Audmmmsimtive use: Wo may usc TN b fnftiore, render, 25 and collect fn
COMMTILY NICANGNE Seryices,

2 Proteetion of carrivr and thord parlics; We may use CTNI 0 proteet the mtorests of our
companies, such as to prevent fraud or illegal nse of our systems and network. Employeess are notified of
i stops Lo dake, if any, I theae sorts of siluations,

3 As requived by law: We may disclose CPNI if wa are requived to by law, such as throwsh
legal process (subpoenag) or in regponse to requests by law enforcement, Emplovees are notified of any
steps they must take in these situaticns.

Our Owa Use OFf CPNI

Womay use CPNI to provide or market services o our sxisting customers, We understand that
we are required o obtain customer approval prior to using CPNI in certain ways,

Marketing
W undersiand that we do not need to obtain cusiomer approval belore wsing CPNI o marl.et
SETVICEE t0 OUr existing customers within the catepories of service to which the customer already

subsenbos.

We undorstand thal we may not use CPAT o marked sepvices thal arc moa serviee catogory b
which the customer does act already subscribe without customer approval,

We understand that we cannot use CTNI b solicil o customer to add o mew calcgory of servics
withont [irst obtaining the customer’s approval.

We also anderstand that we do not need customer consent befare asing CPN] to market ““adjunct-
to~basic” semvices such as spead diabing, computer-provaded directory assistance, call momtonng, call



tracing, call blocking, call retwmn, repeat dialing, call trackine, call waiting, caller 1D, eall foevearding, and
certain centrex features.

We mnderstand that we may not uss CPNI o wdontify or track customers that call competing,
service prowidors,

We renularty review our marketing practices to determine wlin and how CPNL s vsed within the
companies, and whether CENI 15 being sharcd wath other antitics. ' We also review new marketing or sales
campaigns to ensure compliance with these CPNI pelicies and with the FCC™s CPNI regulations, We do
not share CPNI with any affiliates or other third partics.

Provision ol Scryices
Wi understand that we do nat need customer approval to use CPNI to provide CI'E und eall

answering, voice mail or messaging, volce storage and retnoval services, fax store and forsard, and
protocol comsorsion.

Auvthenticatine Cosiomers Belore Discloging CPNI

Wo understand that v arg requirad to ohjoctively determine that our customers ate who they say
they are belore disclosing CPNI fo them.

Tetephane

We understand that when a customer callg, we may not release calf denad! information. or
information relating to the trarsmission of specific telephone calls wntil wo have oblamed the account
password from the caller, or called the customer back at the tglephone number of record to ensure thal the
customat 13 who &he gays ahc is. Alternatively, we may offer to send the call detial mformetion to the
address of record or provide it to the customer or an authonized wdividual i person alter s'he has
praduced valid photo ideatification at our office.

We nndorstand thal wo may discloss pos-call detail information over the telephone after
authanticating the cugtomer by calling back the telephone number of record, checlang vahd photo

identitication, or by mailing the information to the aceounl address of record.

In-Person Authentication

Wi understand that befora we can digcloge CPM to custoners in person, the customer muosk
present valid government-issued photo fdentification. The nume on the photo sdentilication wiast mateh
the nawe on the account, T'the customer cannot present the required identification. wo offer Lo provide
the reguested CPNI by sending it to the account address of record,

Thelore providing the CPNT to the customer. we make a copy of the photo wdentification. This
copy is then placed in the customser’s file, together wath a copy of the CPNI provided to the castomer,
These reeords are then kept in the customer file in accordance with our record-keeping policics.



Mail
If the customer requests CPXI thromeh regular mail, or if the customear canngt comply with one of

the authentication methods above, we send the requested information to the customer’s address of reeord
omly,

Online Access

This iz not ollired to oot Benlon Badge Telophone Company Customers.

Custemer Notification of CPNI Rishis

We provide a CPNI privacy policy to all customers annually, ag a bill insert 1n the December bill,
This poticy provides notilication to cach custemer of hisMhor nghi o restniel use of, disclosure of, and
access to that costomer’s CPNL We maintain a tigt of all customers who reecive the privacy policy, the
datc on which the policy 1s sl and a copy of the policy in our records for one {1} vear following the
mailing of the policy. We provide additional copies of the CPNI privacy policy to all customers who
requost 1t and to all new costomers upon activation of service.

The policy contains an opt-out customer approval aotice, Customers who do nat wish to allow ug
b uge ther CPNI o markel sorvices onbside their existing service categones, or who do not wish to allow
us to share their CPNI with affiliates. have 30 days fo contact us to tell ug that they do not approve ol this
usc, IF we do ot hear back from the customer withine 30 days, we understand that we are free to use their
CPNI for these purposes. Wo understand that customers can change their oplion at any ime by
comitactng us, and we nolify our customers of this nght.

We maintain records of the customers who received the opt-out approval notic and records of
thi custonicrs who contacled us o ol oul m accordance with our record-keeping policies.

We understand that wi must provade witlten notice to the FOC within five (5) business days if
our opt-catt mechanismg do not wark propatly to the degree that our customors” mability i opl out 1s

more than an anomaly.

Training Aud Dhscinline

We trained all of our employees regarding the company™s CPNT palicics priot to the offtelive
date of the most recent CPNI regulations. Decamber 8. 2007, Emplovees are required to attend an anmal
retraining to ensues that they understand the companics™ CPNI pelicies and any updates 1o those policies.
Mew cmaplovess who will have accass to CPNI are trained when they join the companies, and then attend
the recalariy-scheduled rotraining gessions, At the conclusion of cach traimng session, cmployees are
asked to =sign cartificates stating that they understand the company™s CPNT policics and that they will
contiply wall these polics.

We have implemented the following disciplinary cuidelines for cmplovees whe faif Lo follow our
CFXI policies:

Employees who fail to observe Benton Ridge Telephone Company

procedures will Be subjoet to the disciplinary procodurces conlamed m the
Benton Ridee 1'elephone Company Handbook, Records relating to this



prerzesy will be muntamed m the company fles o line with our rocord-
korping policics.

Dgciplinary records are maintained ir the companies’ tiles in accordance with our Tecord-keepmg
policies.

Record-Keeping

W maintain the following records in our (iles Tor one (1) vear

a Records relating to the annual mailing of the customer CPNI privacy policy,
b, Records of customer approval or disapproval of CPNI use, or the Imitation or revovalion

thereof: and
. Employes disciplivary reconds,

W mamtam reeords of discoviered CPNI breaches, notilications to Taw cnlorcement regarding
trcaches, and any rezponges Trom law enforcement regarding those breaches. in our files for at least two
{2) veurs. :

Motification OF Acconnl Chanoes

We understand that v are requiced to notily customers when changes have been made to
passwords, customer regponses to back-up means of anthentication, online accounts. or addresses of
record by mailing a nobfication Lo the accounl address of ecord,

We do not reveal the changed aecount data in the notilication,

Lnautharized Disclosure OF CPNI

We understand that we mugt report CPNL breaches to law enforeement no fater than seven (7)
business days after determining the bresch has oceowred, by sending clecirome notification theaugh the
link at hitp/fvwwow foe govi/eh/CENT to the central reporting (acility, which will then notify the United
Slates Scerel Servige {(USSS) and the Federal Burcao of Investigationr (FRT),

We understand that we mery not motify customers or the public of the breach caclicr than seven {7}
davs alter we have notified law enforcement through the central reporting facility. If we wish 10 noufy
customers or the public iImmediately, where we fieel ihat there 15 “in cxtraordmariby urgent necd to notify™
w avoid “immediate and irrepacable hann,” we inlorm Taw enforcement of our desire to notify and
comply with law enforcement’s directions,

Bacords relating to such sotifications are kept in accordancs with our record-keeping policies.
These reeords inglude: (i} the date we discovered the breach, {ii) the date we notfied law enforcommond.
{iiiy a detailed description of the CPNI breached, and (iv} the circumstances of the breach.

During the course of the vear, wa compdle information regarding pretexter attempts to gain
improper aceess to CPM inchading any breaches or attempted breaches. We melude this infosmation m
our annual CPXI compliauce certification fled with the FCC.




